Windows Server 2008 R2: Remote Desktop Services Component Architecture

Acronyms Remote Desktop Virtualization Host

Remote Desktop Session Host

Remote Desktop Services Architecture

AD DS An RD Session Host server hosts Windows-based programs or the full Windows desktop for Remote Remote Desktop Services provides a virtualization platform for accelerating and extending desktop and application deployments from the data center to any device. It provides Understanding Remote Desktop Virtualization Host
Degl:top Servitces (I:‘Iients. Users Cém ctonnect tﬁ an RD Session HOSE)ersver to I‘UI_YII p:ogramsi)to save I];ill)es’ an extensible platform for a Virtual Desktop Infrastructure. ' Remote Desktop Virtualization Host is a new Remote Desktop Services role service included with Windows Server 2008 R2. RD Virtualization Host integrates with Hyper-V to provide virtual
Active Directory Domain Services and to use network resources on that server. Users can access an ession Host server by using . . . . . machines that can be used as personal virtual desktops or virtual desktop pools. User accounts can be assigned a unique personal virtual desktop or be redirected to a virtual desktop pool
Connection Broker, RD Web Access, or RemoteApp and Desktop Connection. i RD Session Host RD Virtualization Host Personal Virtual Desktop ' ' ' ' irtualizati ' ' ' '
APP-V pp p Enumerating programs and desktops for users Hostslcontrallzad RemoteApp|programs e el el U Glea fiae nellg Saes o where a virtual desktop is dynamically assigned. RD Virtualization Host is an essential component to the VDI solution offered by Microsoft.
- : - - and session-based desktops. running Hyper-V. ’ : RD Connection Broker An RD Virtualization Host server
Application Virtualization RD Session Host RD Session Host App-v for RDS 1 Client L and enumerates RemOteApp oee -p. cocococcccccsossoooomoew -g. zp. ocooooeagy deSktop per user ¥ An RD Connectio: Btroker sgrver is has the fOIIOWing functions:
CAL server farms = R teA App-V for RDS provides programs, session-based desktops, and virtual ' » (] Required RDS infrastructure used for coordinating the availability of | | & Monitoring virtual desktop sessions
. _ You can use a load- L emoteApp programs a method to stream and desktops. . - ' Remote Desktop RD Session Host server running in redirection virtual desktops for users and ensuring and reporting these sessions to the RD Virtualization Host
client access license balanced RD Session When a user accesses a RemoteApp program isolate applications to . v . ; RemoteApp L Connection client e that a virtual machine is running RD Connection Broker server. configuration
Host server farm to on an RD Session Host server, the program RD Session Host 2 RD Web Access queries for RemoteApp programs, TR programs ' . .y before a user connection is . , , , & To deploy personal virtual
GPU y ) servers. They can be session-based desktops. and virtual desktops from [~ a“"""‘."‘.'[ ; An RD Session Host server running in established. & Preparing the virtual mac!‘nne fora desktops. the schema for the
scale the runs on the server. Each user sees only their - ’ . ps, p N redirection mode redirects an RDP client Remote Desktop connection when DALY
graphics processing unit performance of a individual session. The session is managed published directly to the the RD Connection Broker server. N ] E R lonbased ] T Bl YA e e ® When using more than one RD requested by the RD Connection Active Directory foSrest m;%tobse
single RD Session \ transparently by Remote Desktop Services / fggﬂ;::mzugzg dTP('.:Sset VA E@ desktops ' Virtual Desktop Pool / \éirtualization Host server, the RD Broker server. at least Windows Server :
Host server b and is independent of any other client session. ) | ; P P P i : : . = - onnection Broker server also & Ensure that the RD Virtualization
MSI ictributi ! . L up multiple isolated 3 If u.SI.ng a per§onal virtual desktop, the assignment is ! . Shared, identical virtual Users requesting connection or reconnection to determines which RD Virtualization Host server meets the Hyper-V
distributing Remote verified by using AD DS ' desktops for users sl - - sl
Microsoft Installer package Desktop Services server farms. - ' S E’_ hpgh= virtual desktops Host server to use. installation prerequisites.
i ion- ) 7 P ' 0 . .
RDC BT e o] >“oaomoes® 4 RemoteApp programs and session-based RD Session Host T : — < ® e RS Connestor for v ® Yoot istan widows
Remote Desktop Connection N desktops are aggregated from multiple RD D Host ' ' ' o T RD Web Access Services in Windows Server machine and add it to a
P App-V Session Host servers. : 5 ' o / & Website with RemoteApp 2008 R2 to use the virtual Virtual p.etrsorgl v:::ual deslktop or
RDS applications /‘ . . e T e = = = ] D_ programs and virtual desktops machl'n.e‘dynamlc placement desktops virtual desktop pool.
0 capabilities of SCVMM 2008 R2
Remote Desktop Services ( P Eﬁrt}’l'l\g gigﬁsr:e%%nggy ;eerfr’";(t:g}&;: I;)ergéfasrenn; ed 4 (] ( % =l RD Gateway for personal virtual desktops by
. . ! ] h 115 User requests remote access enabling communication
RDP Resmot_e Dilskttop session-based desktops, and virtual desktops. 3 RD Session Host server 0 /‘ from th% Internet between an RD Connection
Sl ks For computers not running Windows 7, the running in (] N e — Broker server and a VMM server. RD Connection Broker
" ) N . . i When the RD Virtualization Host role service is installed, Server Manager checks - - -
Remote Desktop Protocol | , icons are available by using RD Web Access. redirection mode : % %) to see if Hyper-V is installed. If Hyper-V is not installed, Server Manager will RD Virtualization Host
. install it.
RD Connection Broker RD Connection Broker r ' nsta
N v : \ ' : Personal virtual desktops and virtual desktop pools
\ A Remote Desktop license
RD Gateway \/ Connecting to RemoteApp programs or session-based desktops We reco!‘nmend installing tr]e RD r‘ Y : server is required to implement Microsoft VDI stores and runs desktop workloads including a Windows client operating system, applications, and data in a virtual machine running on a Hyper-V server. In Windows Server 2008
‘ Connection Broker role service and Remote Desktop Services. R2 we support two VDI deployment scenarios: personal virtual desktops and virtual desktop pools. These two scenarios present two different models of assigning virtual machines to end users.
Remote Desktop Gateway % e % ' Additi IR t % ' % /4‘ . the RD Session Host server running in 0
_ % & ,iﬁ% Desllig:aSe?vri?:gse % % A Client connects to RemoteApp programs or redirection mode on the same server. : When delivering your own VDI architecture, it is important to understand the following considerations:
RD Session Host % \\("-/6]:9\'J infraslzructure % & % session-based desktops. 0 TOOISatzf\slisrltsl:;m:‘aiﬁ?rizatlon RD Virtualization Host @ The same Hyper-V server can be used to deploy personal virtual desktops and virtual desktop pools. RD Virtualization Host
Remote Desktop Session Host ! components \/ :----------------------------1--. management @& Administrators can minimize the servicing of virtual desktops for both personal virtual desktops and virtual
. N RD Web Access RD Connection Active Directory RD Gateway ' 0 desktop pools by separating the user state from the image. You can separate the user state from the image Virtual
RD Virtualization Host Broker Domain Services Connecting a client computer to a virtual desktop 2 ' B 3 : ' i} Personal by using roaming user profiles and folder redirection.
: S ] ' virtual & Applications may be managed outside the image by using App-V.
Remote Desktop Virtualization Host Deliver A U [ 155 £ G CELET (@ £ i) fesliis ' : ' | Application Virtualization for losKiohs pp y g ge by g App pools
RD Web Access \ / : RD Web Access . RD Gateway s + Remote Desktop Services 4.6 When delivering your own VDI architecture, it is important to understand the following requirements: Q}%
. . . . . ' [ - - - - -
Remote Desktop Web Access Session-based desktops delivery I_l= ﬁ RemoteApp programs delivery / B The RDP over HTTPS connection request is routed : P '\ ) Qe\glr(ttlge;)l machine cannot be both a member of a virtual desktop pool and assigned to a user as a personal virtual ;
: - - ; / through the RD Gateway server to the RD Session ' " 4‘ ) w
{e]l An RD SeSSIO_n Host server - deliver s " 1 g . f y . . ’ 0! I« @ Virtual desktops can only use Windows client operating systems. S
desktop session to any designated user in the RemoteApp enables administrators to make Host server running in redirection mode. . o 8 N\
Return On Investment network. - programs that are accessed remotely through an The RD S ion Host .. directi . ' X )
SP1 RD Session Host configuration RD Session Host server appear as if they are | () 11 710 SEERIE [n 020 SETED IANRE I [t [TEET) ' o o Q2 Personal virtual desktops Virtual desktop pools
. . i AN 5 running on the client computer. Instead of being mode informs the RD Connection Broker server 0! QU 3
Service Pack 1 & Configure Network Level Authentication'{(y; presented to the user in the desktop of the RD that a virtual desktop is needed and waits for the 0 >, RD Session Host > i : . N . N i .
for the RD Session Host server Session Host server, the RemoteApp program is IP address of the virtual deskto [ or Personal virtual desktops are virtual machine-based, centralized desktops for individual users | | Virtual desktop pools provide virtual machine-based, centralized desktops based on a pool of
SCVMM ® Configure the Remate Desktop U - integrated with the client computer. P- -eeccccccccccccccccccccccan B . . I E——— RD Virtualization Host and are provisioned from the RD Virtualization Host server. virtual machines that are shared by multiple users.
. . & Configure the Remote Desktop Users E&& . : . o 0 = . . . ~/AMT . . .
System Center Virtual Machine Manager group to give users and groups ® Install the RD Session Host role service on the D The RD Connection Broker server orchestrates the C:éfxg?tke P:;rxg:;-r E ¢ App-V simplifies management ';' One.v'rtual qes"mp Is assigned to eac.h et - by ﬁll,;:?faﬁe:,::sir:etzgf zr:ae ﬁ.,p:r:f;g‘,go?yjﬁf";,?: 3if§,’:,'§,‘;’§;;§“' il e
SSE2 permissions to remotely connect designated server before installing any virtual desktop and returns connection information to 1 @5 ::\_ A F I¢A of virtual desktops and - Re‘_"catle: V"’ktua| .deskto_ps aIIow:dmlnlstratB/Ie privileges. ': - LA e o yl Y d' pdp A— : I n
,!,Configure an RD Session Host server running app“catlons that W|" need to run as RemoteApp the RD Session HOSt server running in redirection mode. E i applications. By using App_v - virtua es tOp IS perSIStent and customizable. - ro ac IS ena .e y Cl an.ges (o] € virtua es Op .al‘e Iscarde .W en e l!ser OgS O1T.
i i ; rograms. with Remote Desktop Services i . User state is not discarded if the user state and data is stored outside of the virtual desktop.
Streaming SIMD Extensions 2 Windows Server 2008IHEN Sl el o E The RD Session Host server running in redirection mode 2 0 : o ’ RERual=aiie
SLAT Remote Desktop license server ® Install related applications, or applications that | ds the client t directi ket taini E 0 you can: Applications can either
T S _ i sends the client computer a redirection packet containing = - i . , : : , . be installed in the base
. Remote Desktop Connection client configuration have dependencies on other local applications, the IP add f the virtual deskt d ti S5 & Increase server farm ROl by Provision a personal virtual Assign the virtual desktop to a Temporarily assign a virtual desktop from K
Second-Level Address Translation The RD Session Host server can be configured so on the same RD Session Host server. UL eIz Tuad A e e s sie e e felab Adol a el = consolidating servers. desktop domain user account the virtual desktop pool to the user image for all users or
g : information. £ ® Minimize application —~ can be provisioned with
SSL that users connecting to a remote session can use ® Deploy applications on separate RD Session ~ : pp a App-V
some of the following functionality: ,_.% st Host servers in the following scenarios: F The client computer connects to the virtual desktop. conflicts and regression :
. . . . ™ ’ | L. . testing. '
Secure Sockets Layer & Audio recording redirection AR~ ® Applications have compatibility issues that Full-Fidelity user experience L ) Eq\
VDI ® Wi A : ( - m affect other programs. T et T e & Accelerate application N .'\‘ %
. O e - —® ® Resource intensive applications that could \Bi-directional Windows Media Player Multiple monitor ' deployment. N iﬂ%) &
Virtual Desktop Infrastructure O Rlembotekcor‘(r;put?r’s audio and video affect performance when running multiple | audio redirection & Reduce deployment risk. N / '\\- Y I
ayback redirection : e W
V-GPU play instances on the same server. : - | 7 @ Simplify profile management. ° g:?éz:;nviarfgglss the / b N\ ‘
- : - q 1 -1 < v . ! > g = ‘ 4
virtual graphics processing unit n = T T _ tf : e pos \ A Enhanced functionality 4 @ Simplify base images with (\\\ ) desktop by using “ 9 RD Virtualization Host
ccessing RemoteApp programs ient requirements for | Y ; [y dynamic application F NG~ RemoteApp and VS A
VMM ; ! — - g i . i ; s NG
. accessing RemoteApp programs 1 » provisioning to clients. : Desktop Connection or AD DS ; 1 2,
. . Users access RemoteApp programs in the 1 P i : !
Virtual Machine Manager following ways: ® To access RemoteApp programs, | Remote Deill(it;npt Connection ® Minimize application | “. ~Remote Desktop RD Web Access. 3 DATA Avirtual desktop pool is a
, the client computer must be o s A S R el duplication. ; i Connection client ' Remote Desktop group of identically configured
& Remote Desktop Protocol (.rdp) file : running at least RDC 6.1. § = " Connection client virtual machines on an RD
& RD Web Access Web portal \ & To access RemoteApp programs; Nl | T T L e aem—m e e — . T T e e '''''''''''''''''''''''''''''''''''''' Virtualization Host server. Users
& RemoteApp And Desktop Connection the Cllent computer must be - Redll’ect user data """""" _ """"""""""""""""""""" can a(lzceSS: the Vlrtual
by USing the WindOWS 7 stal't menu " running either Windows 7’ I | | | I | /8 .. B\ VR & VY I //#2 ... B\ T T T I I D 0 D Red"ect user data maChlneS .In a Vlrtual de$kt0p
“/ g Em \ 1L Windows Vista with SP1, or All user data and profile information can be Use roaming orofiles and folder pool by using RemoteApp and
My Windows Server2008Rr2 (=== Windows XP with SP3. stored on the personal virtual desktop, or the e O A e Ressear, Conniection or RO Web
‘ ® . . # To access RemoteApp and Desktop _ profiles and folders can be redirected. - ; . °
Remote Degktop Services Remote Desktop = Connection through the Start menu File server user data and settings. File server

Connection client requires Windows 7.

Microsoft RemoteFX

Remote Desktop Connection Broker Remote Desktop Web Access Remote Desktop Gateway

Remote Desktop Licensing

Microsoft RemoteFX delivers a rich user experience for VDI by using graphics processing units
that are present on the server and shared across multiple virtual desktops.

RemoteFX contains the following elements:

A Remote Desktop Web Access server provides users with a customizable web portal for accessing session-

Remote Desktop Connection Broker provides a single, personalized, and aggregated view of RemoteApp ;
based desktops, virtual desktops, and RemoteApp programs.

programs, session-based desktops, and virtual desktops to users. RD Connection Broker supports load

Remote Desktop Licensing manages the Remote Desktop Services client access licenses and VDI Suite
licenses that are required for each device or user to connect to session-based desktops, RemoteApp programs,
or virtual desktops. balancing and reconnection to existing sessions on virtual desktops, session-based desktops, and RemoteApp

The Remote Desktop Gateway role service in Windows Server 2008 R2 enables compatible devices to
securely connect over the Internet to RD Session Host servers or RD Virtualization Host servers behind

rograms Remote Desktop Connection Client connection options a corporate firewall. Network resources can be any authorized session-based desktops, RemoteApp : : :
When a client connects to an RD Session Host server, the RD Session Host server determines if a license is p : Connect by using a web browser programs, or virtual desktops. & Host-side V-GPU rendering and capture for 3D & Generic USB redirection
needed. The RD Session Host server then requests an RDS CAL or VDI Suite license from a Remote Desktop | ) . RD Session Host i?[ Client queries an y g o & Improved encode/decode within RDP & Enablement of ultra-thin client types
license server on behalf of the client. If an appropriate license is available from a license server, the RDS CAL or —~ N S\Ct"’e_ Dé'e°t.°'y RO Wet'." Acfess 20 (i"."tewlay RIS e ey —- ’ < RD Web Access Connect using a web browser by signing into the T
VDI Suite license is issued to the client, and the client will be able to connect to the session-based desktop, ') E° omainiSciises (optional) (optional) @ “ - server over HTTPS Al £ RD Web Access website. In this case, a computer <~ S = N e RemoteFX for RD Session Host
RemoteApp program, or virtual desktop. N . d==» . Users can connect to N " — that is running Windows 7 is not required. '/) ° RD Gateway uses the RDP over HTTPS to establish a emote or Irtualization Hos
" \Q ‘ N 1 N RD Gateway is not | | &4~ new or established RemoteApp and Internet Explorer AN secure, encrypted connection between remote users RemoteFX enables: RemoteFX enables:
< Each user or device that ts to th L \ % - required - except Tyg”, Sessions in a load- pp anc Connect by using RemoteApp and Desktop " \‘%\ ! : & Rendered rich 3D content by using a & Improved encode/decode that improves
; ; — ) QL 7 CISUTEE WAL G UD WA NS N for access from N " Desktop Connection web browser . , on the Internet and the internal network resources . h . : : pr -
Client connects to virtual deSktOpF ./ : RD Session Host server must have its  \ Remote Desktop ‘N \&/I .N ‘ the Internet :“'P . balanced RD Session  \t T Connection ¢ ’ on which their production applications run. Vlrtuallzed GPU with WIndO_WS 7 En.tel'pl’lse efficiency and user experience
€ % - own license. ( ’ Connection client 2 g~ Host server farm. ( ) v All resources will show up in the Start menu under ( ) Remote Desktop ) with SP1 or Windows 7 Ultimate with SP1 & Ultra-thin client support
% " Active Directory Domain Services must Required RDS f: oA | All Programs in a folder called RemoteApp and ff Connection client g SRS L el RemoteFX support requirements:
Remote Desktop %] ST be installed for Per User licensing. The infrastructure ‘ RD Web Access Desktop Connections. A computer running " & Improved encode/decode that improves pp o :
Connection !é}, RD Session Host server queries AD DS RD Connection Broker | |Connect to... RD Web Access enables the following: Windows 7 is required. a Perimeter RD Session Host efficiency and user experience & Optional dedicated RemoteFX encode
§ for the license assigned to the user. . o ~ o - E ] & Ultra-thin client support hardware
/ RD Connection Broker connects or reconnects a NEW session-based & Access to RemoteApp programs, session Remote Desktop Connection webpage T External network Internal Session-based desktops
~ N\ A ci : 2 client computer to either a session-based desktop,  desktops or RemoteApp based desktops, and virtual desktops from A user can view all RemoteApp programs and ~ firewall firewall and RemoteFX support requirements: & SSE2-capable processor in the RD
'f 4 EQ 1 | Client requests license 6 Request license for client virtual desktop, or RemoteApp program. programs the RD Web Access website. virtual desktops published to that user. % e RD Gateway Bort 3389 OPEN RemoteApp programs ® GPU in the RD Virtualization Host server Session Host server
" \Q\ | . 4D ! The RD Connection Broker server stores . £ Display resources from more than one \_ =T (4 (Por ) (For ) et for 3D rendering
> ) i ; £ RemoteApp the following session state information: [N farm, or a combination of farm and =l m w - ) .
N ] Client receives license r i Remote Pes"mll? license 6 | = programs @ Session IDs S— ﬁ Reconnect t°_"' individual servers. (s 7= & Optional dedicated RemoteFX encode
i _ serverissues license . O ® User names o // EQ(IS?‘I‘I)N(SE :s;sgm;lt)gze £ Filter the view on a per-user basis so that each user RemoteApp Users only enter their user name and E!j*ﬁ : - T . hardware .
desktops ® Name of the RD Session Host = brograms PR sees only the authorized programs. programs  hassword °"°$o"g"rhaer: ;°"uns?§§'kgl)t° a & SLAT-capable processor in the RemoteFX
G Cl!ent connects to ' server where each session resides | : - Web Acceps‘;.p y For redundancy and Server
session-based desktop ‘ : RD Session Host | € PT;  Group Policy can assist in the J '°§;‘;23v'§;‘ il
RD Session Host Remote Desktop license server ‘?3 ® Virtual desk RD C ng Coknnectlon Broker | |Connect to... \F: [ ElG T Sl 4 deployment of RemoteApp programs \?3 configured as a cluster. RD Virtualization
. ; . . . irtual desktops onnection Broker connects or reconnects a ohnection broker . for enterprise-sized businesses.
There is a licensing grace  To use Remote Desktop Services, you must have at least one license server. For - ; . : ; ) i i RemoteFX-enabled
period (120 days) during  small deployments, the RD Session Host role service and the RD Licensing role client computer to either a personal virtual NEW virtual desktops The RD Connection Broker server : Session-based . ~ RD Gateway configuration - : virtual desktops by
which no license serveris  service can be on the same computer. For larger deployments, it is recommended desktop or a virtual desktop pool. authenticates the user and retrieves a list ' deskt For enterprise deployments, the RD & Install the RD Gateway role setrvice. Virtual desktops 2 el EOE
required. that the RD Licensing role service be installed on a separate computer from the RD RD Session H N . of all RemoteApp programs, session- % ‘ €SKIOpS  web Access server can be installed & Obtain and configure an SSL-compatible X.509 certificate g
Session Host role service. ession Host server running in redirection based desktops, and virtual desktops and @,, Ao on a front-end web server to service ‘ / 1 RDP
imeds Reconnect to...[ presents it to the RD Web Access server % 59/ ' L multiple RD Session Host servers on N : N : '\) N i :
: : - ) In a VDI environment, the RD Session Host server ! I @3 the back end. & Create a Remote Desktop connection authorization policy ' : Q RemoteFX integrates with RDP /
Microsoft Virtual Desktop Infrastructure Licensing (RD CAP). \ "Q\ L which enables shared encryptio'n ’ N
For VDI implementations, the following options are available: the RD Connection Broker server. {} {}{} {} — Porsonal virtual desktops and virtual ® Create a Remote Desktop resource authorization policy ; \\ > ) authentication, management, and P D/ ggmgietlgﬁiln?nﬁ
VDI Standard Suite N desktops  yroroP Rools are hosted on the RD (RD RAP). _ device support.
The VDI Standard Suite is for deploying the basic infrastructure for VDI. Hyper-V Server 2008 R2 provides the An RD Session Host server running in redirection mode is not available to publish \\“‘ ﬁ RD Session Host RD Virtualization Host T R — & Configure the RDC client to use RD Gateway. i Client access RemoteFX supports a range of client devices including rich clients, thin clients, and
virtualization platform; management of the virtual infrastructure is provided by system center components. RemoteApp programs or host new remote sessions. =N / be configured o that each user in h:\tle::?c;mrt)gtggsstkl:gl; ultra-thin clients.
VDI Premium Suite & When a user requests connection to a virtual machine, the RD Session Host server RD Virtualization Host Assigne('i) 4 Assigned the organization is assigned to a enabled & The software client is part of Remote Desktop Connection that is included with
. N . . S . . . running in redirection mode quetries the RD Connection Broker server. session-base personal virtual : unique virtual desktop, or are Windows client and server operating systems and Windows Embedded.
ULTe /1) [P Su'te. 51525 LB ENEE WEMIT ad_dltlonal ez liliyiom the'f vzl ECIEN itiincludes all & The RD Connection Broker server provisions a virtual machine for the user and returns desktops and | desktops and % : ) redirected to a virtual desktop pool ‘ ¢ Internal > T # An RDP client with RemoteF';( can rﬁn );5 software or by using a RemoteFX hardware
of the VDI Standard Suite options, including unrestricted Remote Desktop Services, enabling customers to connection details to the RD Session Host server running in redirection mode. RemoteApp (=28 virtual desktop % " where a virtual desktop is network N el
deliver both session-based desktops and virtual desktops. & The server then redirects the RDP client to connect to the appropriate virtual machine. programs . pools % dynamically assigned. :
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